Abstract -The beauty of Information Technology (IT) is with its multifunction nature; it is a support system, a networking system, a storage system, as well as an information facilitator. Aided with their broad line of services, an IT system aims to support or even drive organisations towards desired paths. Trends of IT and information security awareness (ISA) in society today, particularly within the business environment is quite interesting phenomenon. The overviews of the role of IT in the modern world as well as the perception towards ISA are initially introduced. A series of scope are outlined, and also further examination on matter of IT and ISA in the business environment-emphasis on revolution of business with ISA, security threats such as identity thefts, hacking and web harassments, and the different mode of protections that are applied in different business environments. Unfortunately, the advancement of IT is not followed by the awarness of its security issues properly, especially in the context of the business settings and functions. This research and review is expected to influence the awarness of information security issues in business processes.
INTRODUCTION
IT shaped the success of organisations, giving a solid foundation that increases both their level of efficiency as well as productivity. Over the years, IT development has become a lucrative industry as demands for a better -and more innovative -IT system continue to rise. Nowadays, the era of modern technology where we hardly avoid IT in Most of this information is now collected, processed and stored on electronic computers and transmitted across networks to other computers.Should confidential information about a business' customers or finances or new product line, fall into the hands of a competitor? Such a breach of security could lead to negative consequences. Protecting confidential information is not only a business requirement, but also an ethical and legal requirements. Therefore, information security awareness (ISA) is the stakeholder knowledge and attitude within an organization toprotectedtheir physical andinformation assets. Several issues in ISA as follows:
• The nature of sensitive material and physical assets they may come in contact with, such as trade secrets, privacy concerns and government classified information.
• Employee and contractor responsibilities in handling sensitive information, including review of employee nondisclosure agreements.
• Requirements for proper handling of sensitive material in physical form, including marking, transmission, storage and destruction.
• Proper methods for protecting sensitive information on computer systems, including password policy and use of two-factor authentication.
• Other computer security concerns, including malware, phishing, social engineering, etc.
• Workplace security, including building access, wearing of security badges, reporting of incidents, forbidden articles, etc.
• Consequences of failure to properly protect information, including potential loss of employment, economic consequences to the firm, damage to individuals whose private records are divulged, and possible civil and criminal penalties Being security aware means stakeholders understand that there is the potential for some people to deliberately or accidentally steal, damage, or misuse the data that is stored in a company's computer system. Therefore, it is crucialto protect the assets of the institution (information, physical, and personal) from any possible security breach. ' The focus of information security awareness should be to achieve a long term shift in the attitude of employees towards security, whilst promoting a cultural and behavioural change within an organisation. Security policies should be viewed as key enablers for the organisation, not as a series of rules restricting the efficient working of stakeholder's business.'
While most of IT systems are designedto have a considerable strength to assist corporateand organisations in operating their business processes or achieving their goals, unfortunately such systms are not immune from security threats (figure 1).
Although the level of potential security threatvaries according to the nature of the threat as well as the system's ability to protect itself, the existence of risks attached to these systems is enough to rattle the level of trust that people have towards them.If risks are not reduced or threats cannot be neutralized, stakeholders -especially those who aware of security issues, hesitate to utilize IT systems offered for their activities, especially for electronic business activities. the IT performancerevolutionize the business process within organisations and its effect on the efficiency as well as productivity.
Our research is primarily aimed to identify theorganization awareness level on information security issues. It is obvious that a different threat indicated a different risk level, thus, it is important to identify the various threats that are posed towards the IT system observed. This paper is organized as follows. In the section 2, we discuss several information technology issues and its contribution as agent of change in business. Issues and current trend in information security awareness is discussed in Section 3. Therefore, in same section an information security awareness breaches and its impact to successful business process within corporate and business environment.
Section4, we discussed several standards for information security and proposed novel framework (ISF), based on ISF, we developed software to measuring level of information security awareness within business environment to protecting information and information systems from unauthorized access, use, disclosure, disruption, modification, perusal, inspection, recording or destruction. Finally, conclusion remarkand future work are provided in Section 5.
II. REVIEW: IT AS AGENT OF CHANGE IN BUSINESS PROCESSES
The presence of IT in business has gradually become more important as more business corporateintegrated their business processes with IT. An IT system can help business in various aspects including a platform for businesses such as storingand retrieving information, work synchronization, forming business strategy and communication. The importance of IT in business is highly recognized (Solis, 2012) it is important for a corporation to seek an initiative to understand the mechanisms behind the system. The information technology revolution has altered the entire business world (Susanto et al, 2012b) , it has dramatically revolutionized the mechanism of business process within and between corporate in supporting their activity.
There are two interesting hypotheses-both of whichrevolvearound how information revolution intensified (Porter & Millar, 1985) . The first hypothesis stated an evolution of information technology allows the complete alteration of company operation, reshaped their product and outputs completely, indicatedby laying out of two significances strategic; the first through 'value chain' -this concept measures the role of IT in shaping competition -and the second is through 'value activities' -which time consumption but also helps reduce cost as Nexis only requested payment for the specific information required without forcing subscribers to fully subscribe to the journals -unlike other library research corporates. The second point is the creation of competitive edge; whereby as Nexis successfully developed a system which is both fast and efficient for texts and periodicals search, and furthermore it was also relatively innovative during that time period which differentiate from their peers, such gave them a significant competitive edge. As Nexis was able to meet the demands of students, researchers or even other consulting firms in a faster rate, thus this significantly affected their loyalty and then established company market share in related market segmentation.
The final point on how information technology spawned new potentials business, which mainly implemented through technology feasibility, it to create demands for new products (Porter & Millar, 1985) . 'Zapmail' by Federal Express as an example, whereby IT allowed combination betweensensing, imaging and telecommunications to spurred a Standard (DES-is a previously predominant algorithm for the encryption of electronic data). Therefore, the issue of information security awareness is still important to address. Secondly, a survey was distributed to business sectorbased in the United Kingdom (UK). Unfortunately, as the result, their security awareness is quite low as it is found that there was poor of concern on the security requirements whereby the viruses and system unavailability were considered to be minor concern for these firms (Furnell and Karweni, 1999) . Fortunately, the information security breaches survey (2010) indicated the need to set the tone at the top is a common from information security professionals. 77% of top management -small organization and 69% of top management -large organizationgive a high priority to security (figure 2). Government, financial services and technology organisations assign the highest the priority to security.Retailers are another outlier, with over a quarter indicating that their security is a low priority. Senior management or board of management support is vital if staff are to manage security effectively. So, it is encouraging that three quarters of respondents believe security is a high or very high priority to their senior management. In contrast, one in eight IT and information security personnel feels security is a low priority. However, the highest priority was reported by retail and distribution firms, twice as high as for property and construction companies. 79% of top management -small organization and 68% of top management -large organization give a high priority to security (figure 3), to avoid unnecessary losses due to security failure. They concerned in fact that only one company in ten has staff with formal information-security qualifications, as the root cause of security failure in an organisation.
Therefore, shown that 70% of IT budget are spent after experiencing security breach.
To combat, Energis is partnering with ThombsonNET; a provider of corporate education and training, to provide the online security training which also offers consultancy and coaching services from Energis' experts (Pollitt, 2005) . Cloud computing is coming, which offering organizations in three types of services;
software-as-a-service, infrastructure-as-a-service and platform-as-a-service. Cloud computing is improving security. But many want better enforcement of provider security policies, among other priorities. Has the cloud improves security? More than half (54%) say it has, 23% believe that security has "weakened" and 18% see no change (GSISS, 2012) ( figure 5 ). 3. Access Control: is a system which enables an authority to control access to areas and resources in a given physical facility or computer-based information system.
4. Information System Acquisition, Development and Maintenance: an integrated process that defines boundaries and technical information systems, beginning with the acquisition, and development and the last is the maintenance of information systems.
5.
Organization of Information Security: is a structure owned by an organization in implementing information security, consists of; management commitment to information security, information security co-ordination, authorization process for information processing facilities. Two major directions: internal organization, and external parties.
6. Asset Management: is based on the idea that it is important to identify, track, classify, and assign ownership for the most important assets to ensure they are adequately protected. In addition, framework introduces refinement in order to determine the degree of clarity of each essential control over the parameters ISO 27001. Without a refined however, the controls tend to be somewhat disorganized and disjointed (Susanto et al, 2010b (Susanto et al, , 2011b . Finally, the ISO27001 information security standard mapped by related six-domains to the assessment issue and controls with posibly external attack and distruptsion phenomenon. Therefore, with IT advancement and increasing dependency on IT, it is important that organisation's security system also go the same direction. More investment in the security system is essential for today's organisation in order to avoid security breach and protect information from unauthorised access. Furthermore, employee training for security awareness needs to be made compulsory and IT security expert should also be available in all business corporations. In the future it is important to place an emphasis on basic IT security skill -whereby it needs to be part of people's general knowledge and every employee who uses computer should know how to secure the information they are accessing and can identify intruder in the network. Security awareness activities should be implemented in all organisations. New ways to prevent security breach needs to be created and updated continuously in order to ensure organisation's assets are secured without possibility of leakage.
